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ABSTRACT

Most enterprises aiming to deploy cost-effective security config-
uration follow information security standards and guidelines to
adopt cybersecurity controls such as CIS Critical Security Con-
trols (CIS CSC) [2]. With the increased dependency over cyber, the
landscape of cyber attacks is escalating quickly, and as a conse-
quence, hundreds of cybersecurity controls have to be delineated
to implement NIST Cybersecurity Framework (i.e., identify, protect,
detect, respond and recover) [6]. The security configuration com-
prised of the appropriate set of security controls requires not only
to be optimized regarding Return on Investment (Rol) but also to
be resilient in order to tackle the failures against diversified cyber
attacks. However, the composition of such optimal and resilient
cybersecurity portfolio (security configuration) is a highly complex
and error-prone task as there are exponential numbers of ways to
construct a portfolio due to a large number of security controls,
threats, resource, and usability constraints.

The objective of this research is to develop a novel and an auto-
mated approach to compose the optimal and resilient risk mitigation
planning by selecting the most critical security controls (CSC) con-
sidering affordable residual risk (risk appetite), budget, resiliency,
and enterprise-oriented usability constraints. We developed a model
named “Cyber Defense Matrix (CDM)" that resemblances the de-
ployed cyber defense strategy. The structure of CDM incorporating
three dimensions: Security Function (what), Enforcement Level
(where), and Kill Chain Phase (why) enables the composition of
multi-layer and multi-stage resilient defense configuration. Our
approach leverages CDM to determine which security controls
are needed for “what" security function (Identify, Protect, Detect,
Respond, and Recover), “where" each security control should be en-
forced in the cyber systems (Network, Device, People, Application,
and Data), and “why" they are effective (i.e., against what attack and
wherein the kill chain). We formulate the approach to compute the
resilient cybersecurity planning as CDM using SMT constraints.

1 INTRODUCTION

Institutions such as academia, industries, and government agen-
cies have made efforts over the years to create guidelines for se-
curity controls. These guidelines highlight the de facto standard
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Figure 1: Decision-making Framework

approaches for risk measurements and risk mitigation against so-
phisticated and evolving cyber attacks. One example of such effort
is CSC [2] that recommends the set of actions to provide an effec-
tive defense against pervasive and advanced attacks. However, it
is practically and economically infeasible to deploy all the secu-
rity controls due to resource and diversified usability constraints.
Therefore, besides ensuring resiliency as per enterprise require-
ments, the risk mitigation planning must also be able to select
the appropriate set of countermeasures which guarantees the op-
timized cost-effectiveness concerning Rol. However, to compose
such a resilient and cost-effective security portfolio, an exponential
number of control compositions need to be explored. Moreover,
the situation exacerbates because of the heterogenous resiliency
policies across the enterprises.

Decision-making to discover proactive and resilient risk mitiga-
tion is a highly complex and error-prone for the following reasons.
First, it is necessarily a multi-dimensional decision-making pro-
cess that must consider multiple factors including attack incidents,
mission-based risk appetite, and budget constraints. Second, the
computational complexity required for such risk planning grows
non-linearly with the increase of the asset size, especially with the
increase of the types of the assets. Third, the semantic gap between
the descriptions of the security control guidelines and threat actions
enabled by the vulnerabilities and weakness hinder the automated
mapping of applicable security controls with the relevant set of
threat actions. Fourth, there exists a lack of mechanisms to cope
with the inevitable failures of security controls against the broad
threat landscape. As a consequence, the current ad hoc and manual
techniques adopted by the enterprises for selecting the most critical
security controls cannot systematically yield to measurable values
of risk mitigation (i.e., RoI) and resiliency.

The three key decision-making elements that each cybersecu-
rity analyst seeks to determine is “what" security controls (and
security functions), “where" to deploy effectively, and “why" or for
what purpose. Cyber Defense Matrix (CDM) is a multi-dimensional
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model that integrates these questions as three dimensions: (1) se-
curity function based on NIST Cybersecurity Framework [6], (2)
enforcement level (network, devices, people, application and data),
(3) attack Kill Chain. Moreover, it segregates the cyber defense into
many phases to enforce the divide and conquer strategy against
the continuum of sophisticated cyber attacks, while enabling the
satisfaction of the resiliency requirements such as defense-in-depth,
multi-layer, and multi-control k-resiliency. The CDM model and
formal techniques developed in this project provide a new ground-
breaking solution for automated risk mitigation decision-making
that guarantees the satisfaction of mission-based risk appetite, Rol,
and resiliency requirements.

We formulate the problem of finding the cost-effective and the
resilient CDM as a Constraint Satisfaction Problems, where all
the requirements regarding budget, affordable residual risk, min-
imum Rol, resiliency policies, and other user requirements are
introduced as constraints. Besides, our developed algorithm decom-
poses this computationally complex problem into multiple similar
sub-problems to improve the scalability of decision making for en-
terprises with a large number of distinct cyber assets. We compute
and verify the generated planning to check its compliance with the
constraints using an SMT verification solver, Z3Prover/z3 [1].

The project presented in this paper contains the following novel
capabilities:

o The main contribution is the development of an automated decision-

making approach to compute a resilient set of security controls
and the corresponding countermeasures (cybersecurity products),
which is also cost-effective and multi-dimensionl.

o Another contribution is the development of a pragmatic data-
driven threat prioritization framework by quantifying the risks
imposed by threat actions based on the probabilistic model de-
veloped using threat incident reports.

The previous researches on optimizing the decision-making to
eliminate the cybersecurity risks are too general [3, 4, 7, 8]. More-
over, no previous work addresses the problem of risk mitigation
through selecting the optimal set of security controls and also con-
sidering the correlations among threat actions.

2 TECHNICAL APPROACH

Fig. 1 shows the architecture and the workflow of our decision-
making framework. Our framework executes the following steps
sequentially to compute the resilient and the cost-effective CDM
with its residual risk and the implementation cost if deployed:

e Threat Prioritization: In this step, the framework calculates
the probabilities of exerting the combinations of threat and threat
action pairs against the assets of user-given “Asset List” using “At-
tack Incident Reports”, where a threat may use one or more threat
actions and vice versa. The output of this step is the prioritized
set of threat actions.

o Identifying Candidate-set of Security Controls: We require
the mapping between security controls and threat actions to
determine the candidate-set of security controls for the priori-
tized set of threat and threat actions. In order to do so, we apply
text mining to categorize the descriptions of security controls
into one or more threat actions using word2vec (to bring seman-
tic features)[5]. Besides, these security controls are categorized

Ashutosh Dutta, Ehab Al-Shaer

Kill Chain Phase: , Weaponization, Delivery, Exploit, ,C2, , Maintain

Detect Respond | Recover

78,124,
24,137,
152,152

Device
ROI: 12.5

People

ROI:13.5
22,24,3227, 45,
Application [EESEEREEEN 45,438, 2,73, 3.5,36,4.2,456,8.1
75,84,9.1,114,11.4,115

, ] Y
o ,135,13.9,14.1, 142, 10.1,102,
3 1155, 103,

Figure 2: Cyber Defense Matrix in Action - An Example

based on three fundamental properties of security controls: Secu-
rity Function (SF), Enforcement Level (EL), and Kill Chain Phase
(KC phase), which are three dimensions of CDM.

¢ Finding optimized CDM: We apply Z3Prover [1] as SMT-Solver
to choose the subset of the candidate-set of security controls to fill
each phase of CDM structure, while ensuring the orchestration
of security controls among the phases of CDM concerning cost-
effective risk mitigation and resiliency.
In Fig. 2, rows and columns represent EL dimension and SF di-
mension of CDM, whereas Kill Chain Phase represents the third
dimension of CDM. Our framework recommends patterns like
in Fig. 2 as CDM to its users. The blue pattern shows the most
cost-effective portfolio, whereas the green pattern deviates in the
“Detect” column as the user wants more resiliency in detecting
the threat actions.

3 PRELIMINARY FINDINGS

Based on the preliminary experiments, we discover two findings.
First, a model reduction approach based on the cost-effectiveness
of products can improve Rol while reducing the complexity signifi-
cantly. Second, the complexity of a problem largely depends on the
number of assets, risk tolerance (the difference rate between the
risk appetite and the achievable minimum residual risk), and budget
gap (the difference rate between the maximum cost to implement
all products of candidate-set and the given budget).
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